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It is the morning of July 19, 2024. Across the globe, IT professionals rest peacefully, having 
deployed a wealth of sophisticated technologies to protect their applications and data, 
hosted in tens of thousands of cloud resources.  

For it’s a dangerous world out there on the open internet. Viruses, worms, phishing, 
ransomware, advanced persistent threats (APTs), emanating from bad actors ranging from 
scammers and con artists to organized crime and hostile nation-states.  

Those security experts know: it’s a race to deploy the best defenses against the latest 
threats as quickly as possible. 

Every application, every database, every network, is supported by antivirus, multi-factor 
authentication, end-to-end encryption, cloud access security brokers, firewalls, gateways, 
AI-intrusion detection systems, incident response processes… the list goes on.

Then all hell breaks loose. 

Introduction

“I am convinced that there 
are only two types of 
companies: those that 
have been hacked and 
those that will be.”

Robert S. Mueller III

Director, United States Federal Bureau 
of Investigation, at RSA 2012
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https://archives.fbi.gov/archives/news/speeches/combating-threats-in-the-cyber-world-outsmarting-terrorists-hackers-and-spies
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The Second Decade of the Cloud Brings  
New Security Challenges

We are now midway through the second decade of cloud computing. Enterprises have found 

that the cloud has largely fulfilled its promise: IT organizations have cut infrastructure and 

operations costs, closed data centers, and have taken advantage of the unique capabilities 

of the cloud: elastic scale, container-based and serverless applications, and, of course, AI. 

Indeed, in EPAM’s recent Cloud Mastery survey, 77% of respondents said that not just IT 

change but business transformation was a key benefit of cloud computing. 

However, there is a darker side: security incidents in the cloud 
are doubling every year, according to Verizon’s Data Breach 
Investigations Report (DBIR). CISOs and CIOs must be aware 
of and take action against the growing and evolving threats.

The stakes are very, very high. So serious, in fact, that the 
World Economic Forum — noting that the financial services 
sector has lost $12 billion from cyberattacks in the past twenty 
years (rising consistently year over year) — recently warned 
that “global financial stability is at risk due to cyber threats.” 

And, as per Gartner®, “By 2028, 25% of enterprise breaches 
will be traced back to AI agent abuse, from both external and 
malicious internal actors.”1

It’s vital that CIOs and CISOs adapt and respond to the 
demands of security in the cloud. Here, we present an overview 
of the emerging challenges and five key guidelines critical  
to your organization’s secure journey to Cloud Mastery. 

As the Threat Landscape Evolves,  
So Must Security Teams

As the complexity of enterprise software has grown over  
the past few decades, so has the sophistication of the  
threats facing it; developers and IT professionals scramble  
to maintain their defenses against attacks that could  
come from anywhere at any time.

A few decades ago, so-called “script kiddies” created 
unsophisticated viruses and worms (like the famous 

“ILOVEYOU” virus) that wreaked havoc only because  
operating systems were utterly unprepared for them. 

“Cybercrime to Cost 
the World $10.5 Trillion 
Annually [in] 2025.”

Cybersecurity Ventures

1Gartner, Predicts 2025: AI’s Impact on the Future of Enterprise Technology, 
Arun Chandrasekaran et. Al. 18 March 2025

https://www.epam.com/insights/research/from-taming-cloud-complexity-to-achieving-cloud-mastery
https://www.verizon.com/business/resources/reports/dbir/
https://www.verizon.com/business/resources/reports/dbir/
https://www.weforum.org/agenda/2024/05/financial-sector-cyber-attack-threat-imf-cybersecurity/#:~:text=In%20the%20past%20two%20decades,to%20an%20estimated%20%242.5%20billion.
https://www.gartner.com/en/newsroom/press-releases/2024-10-21-gartner-identifies-the-top-10-strategic-technology-trends-for-2025
https://en.wikipedia.org/wiki/ILOVEYOU
https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/
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Today, however, organized crime and nation-states pour 
vast resources into understanding the deep internals of 
computer systems to find vulnerabilities — to steal secrets, 
money or otherwise manipulate people and decisions.  
And companies increasingly need to protect against not  
only external hackers, but also from malfeasance 
(intentional or accidental) by insiders — employees, 
contractors, and anyone with access to the network.

Worse, because of the increasing complexity of these systems, 
misconfigurations due to human error are easy and are the 
most common cause of breaches. Customer misconfigurations 
of Amazon Web Services’ S3 storage buckets may account 
for almost 20% of cloud breaches. Even the most 
advanced technology vendors are not immune: because of a 
misconfigured server on Microsoft’s own network, hackers 
were able to gain access to confidential business data. 

And worst of all, as the world discovered last July, even the 
software intended to protect our systems can, because of a 
simple human error, cause catastrophic outages. The security 
vendor CrowdStrike delivered a faulty update — and tens  
of thousands of Windows servers would no longer reboot.  
This outage caused global disruption; cancelled flights  
left airline passengers stranded and hospital mission-critical 
systems went dark. As the largest outage in history,  
the faulty update cost CrowdStrike customers tens of  
billions of dollars; Fortune 500 companies alone estimated 
some $5.4 billion in direct losses.

Do the Cloud Vendors “Handle Security” for You?

As organizations now rely primarily on the cloud, a common 
misconception remains that cloud vendors — Microsoft, 
Amazon, Google — “take care of security.”  Nothing could be 
further from the truth. In fact, security professionals today 
embrace the notion of a shared responsibility model, meaning 
that while the vendors do indeed guarantee the security of 
the infrastructure (physical security, hardware, core software), 
organizations must take the appropriate steps to secure their 
applications, identities and data.

That means that the job of CISOs and their teams has,  
if anything, become more demanding. They must:

The New Attack Vector: AI

As organizations enter 2025, they face new kinds of attacks 
based on generative AI (GenAI). GenAI offers enterprises an 
incredible array of benefits, but with it comes new threats 
that security professionals must guard against. Users can 
inadvertently feed confidential information to public models; 
internal models can be “poisoned,” that is, fed bad or malicious 
training data to give incorrect results; and malicious users 
can use GenAI to “socially engineer” hacks to more effectively 
personalize phishing campaigns, impersonate employees and 
even use realistic deepfakes to fool security safeguards. 

As attackers have become more sophisticated, so too have 
the tools; and these require that IT professionals know how 
to take advantage of them.

Protect enterprise data from unauthorized 
access and exfiltration

Protect their employees from unauthorized 
or unacceptable behavior both from within 
the enterprise and from outside it

Protect applications from viruses,  
malware and intrusion

https://cycode.com/blog/how-to-prevent-aws-s3-bucket-misconfigurations/
https://msrc.microsoft.com/blog/2022/10/investigation-regarding-misconfigured-microsoft-storage-location-2/
https://www.crowdstrike.com/falcon-content-update-remediation-and-guidance-hub/
https://fortune.com/2024/08/03/crowdstrike-outage-fortune-500-companies-5-4-billion-damages-uninsured-losses/
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The title serves as a useful analogy for the revolutionary 
changes we have seen in computing over the past few 
decades. Think about it: When enterprises managed their  
own data centers, their own servers, storage, hops and routers, 
enterprise networks were nothing if not complex. Subnets, 
active directory domains and forests, DMZs, firewalls and yes, 
routers: all these things made managing networks difficult 
(how many of us remember debugging router loops?) …  
but also made it difficult for those trying to break in. Perhaps  
a hacker could get into one segment of a corporate network, 
but be blocked from another, simply because of how IT  
had connected it.

But in the cloud, everything is connected to everything:  
a flat network model. The relatively smaller number of hops 
makes a lateral attack easier — meaning that their attacks 
can spread once hackers gain access through any entry point. 
Once you’re in, you’re in. The blast radius is huge, and lets  
bad actors remain undetected in the network often for  
weeks before detection. 

Most organizations have dealt with this through micro-
segmentation: by deploying a host of defenses, ranging from 

firewalls and bastions to virtual networks and application 
gateways. While these services are powerful, they come with 
complexity and overhead. You must configure them, set up 
alerts and monitor them either by humans or through other 
real-time analytics systems, and so on. 

Moreover, it’s often difficult to know just how much technology 
is enough. Does your firewall need packet inspection features? 
Do you need Layer 7 Distributed Denial of Service (DDOS) 
protection?  How much protection is needed at the endpoint 
to protect against viruses or spearphishing?

And, as our survey noted, most customers use more than one 
public cloud — these gaps between clouds can be dangerous. 
They must be secured, their authentication models must  
be harmonized, data flowing across the public internet must 
be carefully protected. The hackers know that where there’s  
a gap, there’s a way in.

In our survey, one result stood out as particularly troubling: 
most respondents considered security easier in the cloud  
than on-premises. 

That might have been true years ago. Not now. 

The Network is Flat

In 2005, New York Times columnist Tom Friedman wrote The World Is Flat; the book’s 

thesis was that technology has, in effect, removed many of the barriers between  

nations and peoples. 

https://www.amazon.com/World-Flat-History-Twenty-first-Century/dp/0374292884
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This approach, called zero trust, leverages various technologies to harden every resource, including:

Implement Core Security Hygiene

So, what to do? A good place to start is what we call “core security hygiene.” These are 

the basics. If the network is “flat,” that is, there are few physical barriers between resources, 

then a new philosophy is needed. Nothing accessing enterprise resources can be trusted 

without verification — not users, not other systems. 

01
Data Classification According to Sensitivity

Sensitive data must be classified and labeled as such. For 
example, sensitive IP — the primary target for hackers — 
should be labeled as “Secret” or “Highly Sensitive;” automated 
policies should then be used to limit access to authorized 
personnel or workloads. 

03
Encryption & Key Management

Today, cloud resources enforce network (in-transit) and 
storage (at-rest) encryption by default, reducing the possibility 
of someone “sniffing” network traffic. However, in order 
to safeguard encryption keys, developers must use key 
management systems (KMSs) such as Azure Key Vault, AWS Key 
Management or Google’s Cloud Key Management as the basis 
for a key management lifecycle: generating keys, rotating them 
on a periodic basis, revoking them as required, and so on. 

For particularly sensitive applications, a new technology 
(mentioned above) called confidential computing supports the 
most advanced use of encryption — in memory, meaning that 
code and data are only decrypted when they enter the CPU for use.

04
Robust Identity & Access Controls 

As the weaknesses of simple password access have become 
apparent, many are turning to multi-factor authentication 
(MFA), using phone or email callbacks, biometric verifications 
or hardware tokens to prevent imposters from accessing the 
network. Application access using role-based access control 
(RBAC), which provides access to data based on a pre-defined 
role. are increasingly adopting the principle of least privilege, 
which restricts access to only what’s needed to perform a task.  

02
Enterprise Perimeters  

Building and securing the boundaries of the enterprise 
network in the cloud is made possible thanks to, in AWS 
terms, a virtual private cloud (VPC), or in Microsoft’s, a virtual 
network (VNet). VNets and VPCs allow organizations to safely 
deploy and manage resources by creating isolated zones for 
different security levels.

Zero trust is just the beginning — and it’s table 
stakes for mastering cloud security. 

01
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Adopt Detection & Response 
as Defense Strategies

Attacks, attempted intrusions, phishing, ransomware — these happen every day, to every 

organization. Detecting them and responding appropriately and carefully are essential 

elements of the CISO’s role. 

02

Detection & Observability

As organizations select which cloud services to adopt or build, 
an important criterion is how observable they are. Can you 
see if a hacker is trying to break in? For example, if nearly all 
your logins are coming from the U.S. and Europe, but just a 
few from, say, Mongolia (and you have no employees there) … 
well, that’s likely an attack. 

Logs and alerts are the security professional’s friend. The 
events captured in them — whether recorded in a database or 
sent via a high-priority text message — can warn of suspicious 
activity, such as attempts at unauthorized access, data 
exfiltration or (even) insider trading.

However, the amount of data logging systems collect today  
is staggering. Security information event management (SIEM) 
systems rapidly analyze the data, analyze behavior of entities 
in the logs, and correlate potentially related events,  
which helps security professionals respond quickly. 

Resources such as the U.S. Cybersecurity and 
Infrastructure Security Agency and the UK’s Cyber.uk 
regularly publish information about both recently discovered 
vulnerabilities in software systems and emerging threats; 
and many SIEM systems connect to such “threat intelligence” 
sources to improve their analyses. 

But know: the bad guys are aware of these resources too and use 
them. When CISA alerts about a vulnerability, act promptly.

Know How to Respond

Security incidents demand a response. CISOs and their teams 
should determine and implement the best strategies for 
handling them. For example, use automated tools to detect 
and quarantine phishing emails, and possibly blacklist the 
sender’s IP address.  

To safeguard against the broader threats of ransomware and 
other such attacks, ensure you have safe, isolated backups 
(where ransomware can’t access them). Also, consider creating 
and regularly rehearsing incident recovery plans, with well-
defined roles for your security teams, employees and outside 
agencies such as law enforcement.

https://www.cisa.gov/
https://www.cisa.gov/
https://cyber.uk/
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Train Your Developers

It used to be a common misconception that development teams “added security” as 

they completed their work. Today, CIOs and CISOs must recognize that security must 

be a consideration at every phase of the development cycle. They must ensure that their 

development teams internalize its importance, using Security by Design.

03

Methodologies like Microsoft’s Secure Design Lifecycle (SDL) and the Open Web Application Security Project 
(OWASP) provide guidelines to help developers by insisting they:

Validate all input to verify that data is within range, the right 
format, the expected data type, and so on. 

Developing with security in mind isn’t easy. Make sure that your 

development teams receive the proper training before starting to code.

Analyze potential threats by performing an architectural 
assessment of the software, examining it for potential 
weaknesses, and understanding the external threat landscape 
with open source intelligence (OSINT), logs and industry reports.

Make security part of the build process, ensuring that 
antivirus software is built in and vulnerability testing is part 
of the CI/CD pipeline.

Use strong authentication, such as MFA or biometric means 
to prevent unauthorized access. 

Ensure frameworks and libraries used are secure and  
up-to-date with the latest security updates. An out-of-date 
open source library caused a massive breach in a credit bureau 
in 2017; an estimated 200,000 credit card numbers were stolen.

Test extensively with a range of tools such as chaos and 
penetration testing.

https://www.epam.com/services/cybersecurity
https://www.microsoft.com/en-us/securityengineering/sdl
https://owasp.org/
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Train Everyone Else, Too

According to the 2025 Phishing Trends Report, over 60% of businesses reported phishing 

attacks over email, with an average cost of $150,000 per incident. The report also notes 

that such attacks — in which fraudulent emails can appear legitimate and valid — target 

employees in financial positions. 

04

These troubling statistics highlight the urgency of employee 
awareness of the cyberthreats surrounding them. While many 
companies provide such training through videos and quizzes, 
life-like rehearsals and roleplay ( just like security teams do) 
can more effectively empower the entire workforce to know 
what to do when they encounter malicious activity.

Security is not just the InfoSec department’s  
responsibility: it’s everyone’s.

“Around 80% of phishing 
campaigns aim to steal 
credentials…”

2025 Phishing Trends Report

https://hoxhunt.com/guide/phishing-trends-report
https://hoxhunt.com/guide/phishing-trends-report#part-i-phishing-trends-amp-statistics
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Build Strong Governance

A strong cloud security governance function, led and reporting to the CIO and/or CISO, 

helps ensure that all the technologies and processes that you’ve mandated are being 

properly and comprehensively used. 

Every organization, sooner or later, will face a potential security violation. The governance body should set the incident response 
processes executed if a possible breach is detected: which events should trigger such a process, who should be notified, what their 
playbooks are, how to shut down and/or restore critical systems.

05

Key responsibilities of the governance organization (or groups responsible to it) include:

These five principles summarize the basics. But they are not 

enough, because in November 2022 the world — of applications, 

of IT, and of security — changed.
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Maintaining an up-to-date inventory of all applications and 
data maintained by the organization; what they do, what they 
hold, their current security posture and how current they are 
with security updates. 

Understanding where sensitive data is stored and ensuring that 
it is properly protected. For example, only authorized people 
and applications can access personally identifiable information 
(PII), while the system anonymizes it for everyone else.

Ensuring that best practices, such as zero trust and secure 
development approaches, are followed. This requires 
quantitative oversight via ongoing reporting. While exceptions 
may, in extraordinary circumstances, be allowed, they should 
be reviewed by CxO. 
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AI Changes the Paradigm  
& Brings New Risks

Since the introduction of ChatGPT, organizations have been racing to incorporate 

AI into their solutions. It brings new ways to connect with customers, forecast sales, 

improve marketing and expedite operations… to name a few.

But AI also provides a new toolkit to the hacker community. 

AI: New Tools for Hackers

Just as enterprises are learning how to use AI, so are the cybercriminals, who are becoming increasingly knowledgeable and 
sophisticated about how to use it for their own purposes. 

And because AI is such a broad-reaching technology, they can use it in many ways:

01
Model Supply Chain Vulnerabilities 

In February 2024, Hugging Face, a collaboration repository 
holding thousands of downloadable models and datasets, 
discovered approximately 100 malicious models.

03
Social Engineering & Deepfakes

Without much effort, a model can be trained to both send 
texts and emails that sound exactly like an employee; and 
more sophisticated AI engines can be trained to look like a real 
person and speak in their voice (deepfakes). Seeing a realistic 
deepfake carrying on a conversation in real-time with an 
unsuspecting user doesn’t take much imagination.

02
Hack Acceleration 

In the same way that tools like GitHub Copilot and Cursor.com 
can be used to help legitimate developers speed coding,  
they can also be used by hackers with their attack code.

04
Model Poisoning 

Many companies are now training their LLMs and SLMs  
with their own data for internal use. These models,  
of course, depend upon the quality of the training data; 
however, a malicious user could “poison” the model with 
invalid data to influence investment decisions. Google’s 
DeepMind AI project, a forerunner of its Gemini LLM, 
was poisoned in this way in 2023 when malicious actors 
manipulated training images. Google was quick to address  
the issue, but not all companies have the resources or 
expertise to identify, let alone address, such issues.
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But AI Benefits CISOs As Well

Fortunately, AI can be also used for good and offers important 
advantages for CISOs and their teams. 

Because AI is particularly good at analyzing large volumes 
of data, it is well suited for discovering issues and patterns 
within the voluminous event logs generated by security tools. 
For example, it can easily spot anomalous network and login 
behaviors or correlate activities with compromised accounts 
as the example below shows.

Additionally, agentic AI tools can parse and correlate events 
in real time — and then take coordinated actions on the 
organization’s behalf. For example, an automated security 
agent may be able to send alerts, isolate affected systems, 
shut down compromised accounts and so on. 

Further, armed with this data and knowledge of the 
organization’s configuration, AI tools can scan devices to look 
for vulnerabilities and recommend system or application 
updates. Such tools can also perform predictive analysis on 
likely threats or attack vectors. 

Finally, it is not terribly difficult to imagine that such tools 
could, in the future, analyze the company’s strategies, plans, 
assets and employee makeup to understand how future 
threats might unfold. 

Figure 1 Microsoft Security Copilot (source: Microsoft)

https://techcommunity.microsoft.com/t5/microsoft-defender-xdr-blog/operationalizing-microsoft-security-copilot-to-reinvent-soc/ba-p/3944877
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Conclusions: Ever Learning, Ever Vigilant

Breaches are always imminent — but you can be ready. In the early days of the cloud, 

security seemed, perhaps, straightforward. But today, like so many other aspects of 

cloud computing, is very complex, requiring constant attention, expertise and learning.

In this piece, we’ve covered aspects of cloud security at a high level, outlining some of the lessons we ourselves have learned  
by deploying complex solutions for our clients. Probably the most important lesson is that every organization needs trained, 
experienced experts who can guide their cloud security journey, and their teams and, at the end of the day, leave them in control  
of their cloud ecosystem.

Cloud security is essential:  
pay it the attention it deserves.
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Resources

Cloud Security Alliance

Cybersecurity and Infrastructure Security Agency

Azure Security

Google Cloud Security

Cyber.uk

AWS Security

CISA

Gartner Report*

NIST: Preparing for Ransomware

*The Gartner Report(s) described herein, (the “Gartner Report(s)”) represent(s) data, research opinion or viewpoints published, as part of a syndicated 
subscription service, by Gartner, Inc. (“Gartner”), and are not representations of fact. Each Gartner Report speaks as of its original publication date 
(and not as of the date of this Prospectus) and the opinions expressed in the Gartner Report(s) are subject to change without notice.

https://cloudsecurityalliance.org/
https://www.cisa.gov/
https://azure.microsoft.com/en-us/explore/security
https://cloud.google.com/security?hl=en
https://cyber.uk/
https://aws.amazon.com/security/
https://www.cisa.gov/ai
https://www.gartner.com/document-reader/document/6273683
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/csrc.nist.gov/CSRC/media/Projects/ransomware-protection-and-response/documents/NIST_Tips_for_Preparing_for_Ransomware_Attacks.pdf
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